
The ultimate 
guide to 
Data Clean 
Rooms 



The ultimate guide to data clean rooms
  
1. What are data clean rooms?
 Challenges for marketers in the first-party data era
 Balancing privacy and performance
 Mitigate risk across your tech stack
 Core use cases
 Clean room use cases per vertical
 For brands
 For media owners

2. Not all data clean rooms are created equal 
 Data sharing vs data collaboration
 Data clean room evaluation criteria
 Types of data clean rooms

3. Future proof your data strategy with the InfoSum Secure Data Clean Room
 Unlock the full potential of your data without risk
 True-non movement of data technology
  

4. The Secure Data Clean Room in practice:
 Financial services case study
 Automotive case study
 CTV case study

Contents

1
2
3
4
5
7
7
9

11
11
11
13

15
16
17

20
20
20
20



1

1. What are data clean rooms? 

As consumer behavior becomes increasingly fragmented across both digital and physical environments, 
customer-centric companies need to collect more and more sensitive data. This continual avalanche of IDs, 
attributes, and behaviors often requires heavy investment in advanced technology from multiple partners to 
unlock the full potential of that data. 

As data becomes more accessible, the need for greater protection and security becomes paramount as 
consumer trust and privacy becomes a critical requirement for organizations.  This runs counterintuitive to 
many of the practices and processes that currently underpin advertising technology which heavily relies on 
the sharing and commingling of sensitive customer data.

To combat the status quo, data clean rooms have emerged to solve the major challenge of delivering 
advanced analytics and insights whilst maintaining the highest data protection, security, and consumer 
privacy.

A data clean room is a secure environment where multiple data sources are matched and analyzed, without 
sharing or compromising the data itself. The safety and security of data combined with the power and 
intelligence of multi-party computation have put the data clean room at the top of the must-have list for any 
organization that handles customer data. 

Data clean rooms provide a sustainable way forward enabling secure data connections without sacrificing 
privacy or security.  But, before you invest in the data clean room market, it’s important to understand not all 
data clean rooms are created equal and often don’t solve the same needs. 

Did you know? 
 

Data clean rooms are not a new concept, with Google launching their data clean room, Ads 
Data Hub in 2017, followed quickly by both Facebook/Meta and Amazon.
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Challenges for marketers in the 
first-party data era

Loss of Control

Loss of Scale

Loss of Trust

Loss of Performace

Your data is the lifeblood of your 
organization, but your current tech stack 
requires you to forfeit control of your data as 
it moves from system to system, increasing 
risk of leakage, exposure, and misuse. 

Data deprecation and privacy legislation 
limits access to valuable partner data 
reducing the addressability, scale, and 
relevancy of your data-driven strategies.

Consumers are losing trust that their privacy 
and data are being protected. You are 
losing trust in your partners, platforms, and 
the industry to provide both privacy and 
precision putting you at great risk. 

When customer data becomes more difficult 
to obtain and activate performance across 
all data-driven use cases fall. Lower match 
rates, reduced accuracy, poor customer 
experiences, increased costs. 
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Balancing privacy and performance

Data-driven marketing is a constant balancing act between privacy and performance. Sacrificing one for the 
other would result in a loss of revenue, reputation, or both which is not a decision that any business should 
have to make.  

Data clean rooms can provide a stable equilibrium between privacy and performance without requiring any 
sacrifice. 

Data clean rooms help support compliance 
with regional privacy laws and legislation.  
These solutions provide full protection over 
the privacy and integrity of proprietary data 
within your enterprise across business silos 
and systems while protecting the security 
and integrity of data externally across your 
partners, solutions, and systems.  Data 
clean rooms are a crucial component in an 
organization’s first-party data strategy as 
they transition away from unstable industry 
IDs.

Data clean rooms provide a complete 
persistent view of the customer without 
requiring data to be moved into a centralized 
location eliminating the risk of exposure 
and leakage. With complete control and 
ownership of data, marketers can safely use 
that complete customer view to attract and 
grow new prospects using deep insight into 
the top-performing attributes, behaviors, 
and characteristics of their core customers. 
Proprietary data can be connected with 
other protected first-party data sources 
from unlimited partners to enable continual 
optimization across all tactics and strategies.

Privacy Performance
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Mitigate risk across your tech stack

Every time your data moves it is putting your business 
at risk. As your tech stack grows so does your risk 
of data leakage, exposure, and misuse. As privacy 
legislation grows so do the costs associated with a 
violation and the added loss of reputation, loyalty, and 
consumer trust.

Onboarding, planning, activation, measurement – all 
require your sensitive customer data to be shared 
across multiple systems with little to no transparency 
or control. 

Commercial trust has been the substitute for tried 
and true data protection, but in today’s privacy-first 
world where the risks are so high, how much is that 
commercial trust really worth to you? Can you really 
trust your customer’s privacy or your business’s 
reputation with any partner, vendor, or platform? Data 
clean rooms provide the necessary protection and 
control that compliments your existing tech enabling 
businesses to operate seamlessly in a privacy-first 
world. 

“Privacy, control, and performance are paramount to ITV’s first 
party data approach with advertisers. With our Data Match 
solution, powered by InfoSum, brands are appreciating the 
opportunity we deliver for smarter insights, targeting, and 

measurement on ITV Hub connecting brands’ first-party data to 
ITV’s 34 million-strong registered users.”

Jay Rajdev, 
Controller of Advanced Advertising, Commercial and Onlineat ITV plc.
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Core Clean Room Use Cases

Challenge
 

Today marketers are required to 
select a single identity provider 
to match and resolve their 
identity across fragmented IDs 
and channels. This process often 
requires sensitive data to be 
copied and shared in bulk directly 
with these partners putting your 
data at risk of leakage or exposure.  
With no control over how data is 
stored, managed, and resolved. 

Challenge
 

Brands and media owners need 
additional consumer data to 
understand, create profiles, and 
segment their audiences. Most of 
that data today comes from data 
aggregators who rely on fleeting  
third-party cookies with little to no 
oversite of quality or privacy. Also 
once data is appended or used for 
enrichment it can never be undone 
with no way to revoke access once 
rights have been granted. 

Challenge
 

The current standard for data 
matching activation is a ‘daisy-
chain’ of identity that promotes an 
enormous loss of accuracy, scale, 
and transparency.  Onboarding 
and matching are often done in a 
black box with no transparency as 
to how match rates are calculated 
or inflated. Marketers need 
greater control and visibility into 
how their data is being used and 
transformed.  
 

Identity resolution

First-party data 
onboarding

Segmentation 
and enrichment

Data Clean Room Solution
 

Allow marketers to work  
with any number of identity 
vendors, delivering a seamless 
experience, transparency, 
and flexibility when resolving 
identity. Leverage multiple 
identity graph partners to 
increase match rates using 
the best performing key 
or combination of keys to 
maximize reach and scale.

Data Clean Room Solution
 

Easily connect, match, and 
enrich first-party data with direct 
access to unlimited datasets 
without reliance on third-
party cookies or aggregated 
data. Quickly identify the best 
performing consumer attributes 
across existing core customers 
and use that intelligence to 
build powerful audiences 
without sharing your data with a 
third party.

Data Clean Room Solution
 

Allow brands, media owners, 
and data providers to maintain 
the highest-fidelity of match 
rates and create the most 
value for all parties. Executing 
a match should be self-serve, 
simple even for non-technical 
teams, and instantaneous, 
allowing marketers to make 
decisions faster and more 
confidently.

Match rate

65%

85%
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Core Clean Room Use CasesChallenge
 

Current solutions are not purpose-
built for privacy or simplicity, 
requiring sensitive data to move 
across an opaque supply chain 
consisting of multiple systems 
and point solutions. With no 
direct relationship between 
brands and media owners, costs 
can be inflated and accuracy is 
unpredictable. 

Challenge
 

Most measurement solutions today 
require the ingestion of large 
amounts of sensitive data and 
expensive data science resources 
to comb through complex datasets 
to generate results. As access to 
walled garden data becomes more 
difficult and common industry 
identifiers dry up,  calculating even 
basic campaign performance will 
be increasingly difficult. Marketers 
need a faster lighter-weight 
solution to measure and optimize 
performance.

Challenge
 

Cookies and device IDs or MAIDs 
are the global standards for digital 
activation which are being quickly 
phased out creating a vacuum 
across the supply chain. 
To fill this void both brands and 
media owners need to rely on their 
own customer relationships and 
their underlying data to maintain 
addressable connections at scale. 

Media planning

Data activation

Measurement and 
optimization

Data Clean Room Solution
 

Maximize the accuracy and 
scale of your campaigns with 
direct collaboration between 
brands and media owners. 
Easily match and analyze 
across sensitive datasets 
with no risk of exposure and 
continually optimize campaign 
and media performance. 

Data Clean Room Solution
 

Marketers can quickly 
understand and measure 
the effectiveness of their 
campaigns, audiences, and 
sales performance through 
direct collaboration. Simple 
query tools alongside drag and 
drop functionality empower 
all users from those with no 
technical skills to advanced 
analysts and data scientists 
to extract fast insights from 
complex datasets.

Data Clean Room Solution
 

Both brands and media 
owners can future-proof their 
advertising performance 
with first-party data matching 
and deliver relevant high-
performing experiences 
with little to no media waste.  
Maintain addressable scale with 
direct supply-chain integrations 
that eliminate reliance on 
cookies or device IDs. 
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Clean room use cases per vertical

For brands

Financial services and insurance

Automotive

Bring regional silos together 
to generate insights
 

Understand where your 
stronger electric vehicles 
sales are globally and identify 
trends that can influence other 
markets.

Internal data alignment
 

Harmonize data across 
multiple services, like personal 
and business banking, without 
having to move or share that 
data. Create new segments 
and views, and send them 
back to each team to craft 
better retention and nurturing 
strategies and provide better 
support. 

Strategic data partnerships 
with industry businesses
 

Partner with dealerships 
to access custom target 
segments (eg  SUV owners) 
and create targeted digital and 
ATV ad campaigns about your 
latest model.

Up-sell based on CRM data
 

Safely leverage high-quality 
demographic, location, and 
behavioral data to up-sell 
your current customers with 
the credit card that most 
suits their lifestyle, without 
compromising their privacy.

First-party data activation and 
measurement 
 

Work with leading data 
providers and media owners 
to tie store visits to campaign 
exposure.

Strategic data partnerships
 

Offer a free insurance quote to 
current customers who have 
just made a large purchase 
by partnering with retailers, 
product comparison sites, 
and media owners to deliver 
highly-targeted campaigns. 
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Retail

CPG

Travel

Generate true people insights
 

Work with retailers and 
safely leverage their data 
to understand what other 
products your customers buy 
vs the competition. Collaborate 
with retailers to safely leverage 
shopper data to understand 
what products customers are 
buying and why. 

Access and target with 
retailer data
 

Get in front of your customers 
(or the competition’s) when 
they are shopping online or 
in-store by creating your own 
audiences using retailers’ 
data. 

Data-driven campaign 
measurement
 

Retailers and media owners 
bring purchase and exposure 
data into clean rooms to 
allow CPGs to calculate the 
campaign’s sales uplift. 

Direct media targeting
 

Find high-LTV buyers from 
your CRM and apply audience 
expansion techniques to target 
new users with offers across 
digital and ATV.

Retail media networks
 

Use a data clean room as 
the space to bring your retail 
media ecosystem to life and 
open up new opportunities to 
work with brands without the 
risk of data leakage.

Retail data network
 

Increase the value of your 
data by partnering with CPGs 
to allow them to leverage 
your data for targeting and 
measurement - without 
sharing any data with them.

Data-driven insights
 

Connect internal data 
repositories to understand 
who your top customers are 
and what makes them tick. 
Create better strategies with 
data modeling that signals 
which attributes in your data 
- and third-party sources - are 
most adjacent to success.

Retargeting past customers 
with personalized messages
 

Tap into third-party data 
providers to create better 
customer profiles and then 
target vacation goers in your 
database with your latest 
offers for the destination they 
show the most affinity.

Strategic data partnerships
 

Hotels, airlines and transport 
brands can partner to 
upsell their joint customer 
base by offering custom 
deals depending on whose 
customers they are - without 
sharing or centralizing their 
data.
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Third-party insight generation
 

Safely work with leading 
data providers to understand 
more about your clients whilst 
maintaining their privacy.
First-party data matching
Quickly match data with 
multiple partners to calculate 
patient or member overlap, 
discover key behavioral 
segments and build higher-
performing audiences.

Increase your audience value 
with first-party data matches
 

Unlock the full value of 
existing addressable 
audiences by enabling brands 
to use first-party data to create 
and activate effective custom 
audiences.

Promote loyalty and retention 
 

Deliver personalized customer 
experiences by leveraging 
your first-party data without 
exposing it to the ecosystem. 
Profile enhancement
Enrich your first-party data and 
patient or member personas 
with high-quality second-party 
data including demographics, 
behaviors, geographic, and 
psychographic, and attributes.

Deliver full addressability with 
audience expansion  
 

Future-proof and improve 
the monetization of 
unauthenticated audiences 
without third-party cookies.

Activation and measurement 
 

Exclude existing customers 
in acquisition campaigns and 
run tailored content across 
multiple media partners 
without sharing their data.

Increase competitiveness  
 

Partner with other media 
owners, even in competing 
spaces, to increase your scale 
and attractiveness with joint 
inventory offers for brands.

Multi-brand audience profiles
 

Harmonize your customer 
view across different brands 
to understand the composition 
of each brand’s audience and 
improve your brand strategy. 

Increase renewals with direct 
media partners
 

Work with media owners to 
find existing customers due for 
renewal and target them with 
your latest retention offer. 

Create strategic data 
partnerships
 

Safely connect and access 
data from comparison tools 
to learn more about which 
other products your customers 
are interested in and identify 
any cross-sell or partnership 
opportunities.

Energy

Healthcare

Digital publishers

For media owners
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Streaming audio

CTV

Gaming

Generate true people insights
 

Profile which shows your 
viewers are watching and 
quickly uncover valuable 
insight about their behaviors, 
interests, and demographics 
using high-quality second-
party data. 

Collaborative media planning 
directly with advertisers
 

Analyze the intersection 
between your viewership and 
advertiser audiences in order 
to create a collaborative media 
plan that identifies which 
advertisers are the best fit for 
your core viewers.

A robust measurement 
solution
 

Overcome linear TV 
measurement hurdles by 
leveraging owned and brand’s 
first-party data to create 
incremental uplift studies with 
real people data.

Single customer view across 
owned properties
 

Connect all fragmented data 
across organizational silos for 
a single intelligent view, even 
if the data lives in incompatible 
locations or formats. 

Extend partner match rates 
using any identity partner 
 

Leverage multiple identity 
graph partners to increase 
match rates across media 
partners using the best 
performing key or combination 
of keys. 

Orchrestate a private data 
network
 

Increase your audience 
offerings without giving up 
data control by managing an 
ecosystem of data partners 
and clients in a decentralized 
hub. 

Direct data matching with full 
privacy protection 
 

Easily match and analyze 
across sensitive datasets 
with no risk of exposure and 
continually optimize media 
performance with direct 
relationships with top-tier 
advertisers. 

Retargeting past customers 
with personalized messages
 

Deliver better-targeted 
campaign with greater 
relevancy through direct-
first-party matching between 
advertiser audiences and your 
gamer profiles.

Prove the value of gaming 
media
 

Overcome brand hesitation 
and show the value of gaming 
campaigns by leveraging 
owned and brand’s first-party 
data to create incremental 
uplift studies
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2. Not all data clean rooms are created equal
Current data sharing solutions risk continual exposure of customer data by sharing and activating the 
client’s data directly with the ecosystem. The threat of data leakage, misuse, and privacy infractions 
increases as data moves across multiple platforms and partners with little to no control or transparency of 
data governance, security, or privacy protocols.    

Data collaboration is the process of connecting multiple proprietary datasets without any actual movement 
of data. Data should never be shared or comingled. Once the datasets are matched insights can be 
extracted via a data clean room environment without risk of reidentification or exposure. 

There are many data clean rooms available that provide value and solve common marketing challenges 
through the movement and sharing of data, but not all of them provide the necessary protection and 
security of data through true collaboration. 

Data clean room evaluation criteria

Scale

Multi-party matching and computation is not an 
easy feat which requires all data to be normalized 
against a global schema. Most solutions in the 
market today enable two or three parties to 
collaborate and extract insights, but can not scale 
beyond a few partners.

Current scale and reach also rely on fleeting 
third-party cookies and device IDs, with access to 
higher-quality datasets  limited due to privacy and 
ownership concerns. Data clean rooms provide a 
pathway to activation that does not rely on third-
party cookies or device IDs to ensure actionable 
scale.

Speed

Multi-party data matching and analysis is slow 
and complex, severely impacting time to market. 
The use of sensitive and highly protected data 
further elongates timelines due to InfoSec and 
contracting processes. If all data is normalized 
and no data sharing is required across multiple 
systems or silos, match rates can be generated in 
seconds. Otherwise, it can take weeks of costly 
data preparation to set up the right queries.

Campaign activation should also be executed in 
minutes in a true data clean room, as opposed to 
days or even weeks in the case of other systems 
such as DMPs or CDPs.

Data sharing Data Collaboration 
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Transparency

Current data matching and modeling are done 
within a black box with no visibility into how data 
is used, transformed, or shared. Match rates are 
often bloated and do not provide addressable or 
accurate reach.

Data clean rooms must provide full transparency 
between all participating parties when working 
together to either build valuable consumer insight 
or activate audiences across media channels. 
Greater transparency enables partners to know 
exactly how, where, and why their data is being 
utilized.

Privacy

Privacy is the core responsibility of data 
collaboration and data clean room solutions. 
There are multiple privacy-enhancing 
methodologies and technologies (PETs) that can 
be applied to ensure complete obfuscation and 
anonymization of data.

The specific combination of PETs may vary from 
solution to solution, but all data clean rooms 
should provide some version of encryption,  
differential privacy techniques, and secure multi-
party computation. There is no single bullet 
solution for privacy and data protection.

Simplicity

Analyzing complex datasets across multiple 
parties usually requires expensive data science 
tools and extensive resources to power them. 
Current solutions are not purpose-built for privacy 
or simplicity, requiring sensitive data to move 
across multiple systems and costly data science 
resources to analyze and extract value from 
complex unprotected datasets.

A data clean room should provide simplicity 
and power to enable marketers/users with no 
technical or analytics experience to extract 
valuable insights. Customer query tools for 
granular analytics should also be available for 
those organizations that have those resources on 
hand.

Control

The challenge with modern data sharing solutions 
is that one party’s data needs to leave their 
control and ownership to perform even the 
most basic use cases such as data onboarding, 
activation, and measurement. 

Data clean rooms must eliminate the need for 
any data to move - even enabling all parties 
to maintain complete control and holistic 
governance with granular permissions and access 
controls that allow each party to dictate how their 
data is matched, analyzed, and activated by each 
partner. 

Download our 10 questions to ask your data 
clean room infographic to ensure you can easily 
evaluate the technical capabilities of any vendor.

Download infographic

https://hubs.la/Q0165dP30
https://hubs.la/Q0165dP30
https://hubs.la/Q0165dP30
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Types of data clean rooms
Single-party clean rooms 
 
A Customer Data Platform is an example of a centralized single-party clean room
 

Centralized multi-party clean rooms  
 
Data warehouses are an example of a centralized multi-party clean room that provides the necessary bulk 
data centralization and management but complicated to use and are not purpose-built for the protection or 
privacy of data.

They are great for first-party data management, with centralized 
data storage & processing, but do not provide growth or scale. CDPs 
normalize data across first-party customer datasets,  create customer 
profiles based on first-party data and make them available for trigger-
based orchestration, usually in a self-serve SaaS platform.

There is, however, no data querying or modeling with external datasets 
available, no identity resolution or data onboarding and they rely on a 
singular internal identity graph or ID spine.

They are used for enterprise data management across first-, second- 
and third-party data with centralized data storage & processing. Data 
warehouses normalize data across customer and partner datasets and 
provide access to structured datasets available for routine analytics and 
data science.

Data warehouses are usually complex to operate and organize and 
require costly data science resources to extract insight and value from 
complex datasets. There is no identity resolution, data onboarding, or 
segmentation and all collaborating parties must store data within the 
same cloud system. The data is also shared directly with other parties for 
matching and insights.

Publisher clean rooms can be used for centralized data storage, analysis, 
and activation using first-, second- and third- party data but they only 
provide insights and analysis of their owned and operated properties 
– cannot be combined or collaborated with any other clean room or 
dataset.

They usually have limited permissions and access controls that are 
managed by the publisher and data is kept in a pseudonymized state 
but not anonymized or encrypted. They really require full trust in the 
publisher to protect and secure your data. 

Also a Publisher data clean rooms like ADH are good for analysis of complex datasets as well as for data 
science applications, but are not easy to use nor do they provide adequate control or ownership of data.
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Decentralized multi-party clean rooms
 
The truest version of a data clean room, provides an environment that is completely closed off to all parties, 
including the data clean room facilitator itself, to ensure complete non-movement of data when matching, 
analyzing, and activating.

The primary and most obvious difference between a centralized and 
decentralized data clean rooms is how the data from multiple parties 
is processed. Most multi-party data sharing or data computation 
solutions require processing to take place in a centralized 
location, therefore requiring data to move or be shared across 
multiple systems increasing the risk of exposure leakage, 
and misuse.

Within a decentralized multi-party clean room the 
data processing takes place where the data itself 
is located, eliminating the need for the data itself 
to move. Instead, a mathematical model of the 
individuals in each dataset is generated which is 
anonymous and contains no personal data (PII). It is 
the mathematical model that moves not the underlying 
protected data during computation resulting in faster 
results with greater privacy protection.  

All data-driven use cases from identity resolution to personalized customer experiences are unlocked 
from a single access point to a network of data-rich companies, all while prioritizing consumer privacy, and 
ensuring each company retains 100% control of its data at all times. 

Data collaboration through InfoSum provides real value

Increase in 
incremental lift

Increase in 
brand awareness

Increase in 
consideration

+20% +63% +38%
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3. Future proof your data strategy with the 
InfoSum Secure Data Clean Room

InfoSum provides the only truly decentralized data clean room that solves all major marketer challenges. 
Built on patented non-movement of data technology, InfoSum empowers companies to instantly match and 
analyze across unlimited datasets without risk of exposure or leakage. Giving brands, media owners, data 
providers, and marketing technology platforms the easy-to-use tools and flexibility to create stronger data-
driven customer experiences with complete privacy, security, and governance.

More than just a clean 
room using patented 
decentralization and non-
movement of data technology 
to safety anlyze, enrich, and 
activate sensitive data.

We enable our customers to 
build their own ecosystem 
of data partners to promote 
collaboration without sharing 
any data - ever to generate 
better insights deeper 
connections.

The ability to use ‘real’ PII 
from multiple parties at scale 
creates a unique competitive 
advantage through greater 
accuracy, transparency, and 
performance.

InfoSum protects
your data

InfoSum securely 
connects your data

InfoSum maximizes 
performance of data
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InfoSum’s key features

Decentralized processing

Connect data to multiple datasets in real-time 
- without sharing any data. All processing is 
done within a decentralized cloud enviroment, 
eliminating complexity and risk.

Collaborative data network

Connect multiple first-party data clean rooms 
to create an aggregated network of customer 
intelligence within seconds, maximizing data 
performance. Without the need to share it or 
move it. 

Interoperable framework

Seamlessly onboard, connect and resolve offline 
and online customer data regardless of the 
underlying technology used for identity or data 
management.

Privacy-enhancing technology

InfoSum’s use of non-movement of data and 
differential privacy techniques not only prioritizes 
consumer privacy, it enhances it.

Unlock the full potential of your data without risk

As we’ve seen, many instances of “clean” room technology still 
compromise the core security and protection of sensitive customer 
data with sharing and centralization. But what if companies could 
collaborate without actually sharing their data? What if the world’s 
data could be connected, without it ever moving? What if no trust was 
required between any party to harness the full potential of protected 
first-party data?

The InfoSum Data Clean Room unlocks your data’s full potential in a 
privacy-first world with complete security. Companies can instantly 
match and analyze data across unlimited datasets in real-time without 
sharing or moving data, eliminating the need to trust anyone with your 
data ever again. Using our data collaboration platform, organizations 
can connect their clean room to a network of high-quality data partners 
to maximize the scale, accuracy, and performance of all data-driven 
strategies including audience planning, activation, and measurement. 

With our technology, organizations can easily set up data clean rooms 
in any shape of form to fit the exact connectivity needs of their data 
strategy:
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True-non movement of data technology

Bunkers

 

Bunkers are standalone, private cloud instances. Each 
Bunker is unique to a single company, and only the 
data owner ever has access to the Bunker. 

When companies connect their first-party data to their 
Bunker, it goes through a normalization process that 
standardizes data representations and also ensures 
that no personal data (PII) remains in the Bunker. That 
way a Bunker can be queried across multiple secure 
data clean rooms.

Bunkers are completely tech agnostic and can work 
alongside your existing data tech stack, accelerating 
the ability to create data-driven experiences and 
reducing the cost of implementation. 

Securely connect 
your data

Safely build a tailored 
decentralized ecosystem 
of valuable data partners to 
amplify data-driven strategies, 
with no commingling of data 
or transfer. InfoSum never 
touches, controls, or sells any 
data. 

Zero-trust
collaboration

Overcome commercial 
trust and open up new 
opportunities with the only 
data clean room that offers 
self-service multi-party 
collaboration and computation 
with limitless datasets and 
zero data sharing. 

Speed, scale and
simplicity

Execute infosec, privacy, 
and contracting approvals in 
as little as a week, enabling 
organizations to stand up 
their investments faster. Data 
matching and analysis are also 
real-time, with results returned 
in minutes, not days or weeks.

Challenge: Enable collaboration regardless of data 
structure or taxonomy

Snowflake

Bunkers

Segments

Match 1

Match 2

Data
Storage

AzureGoogle
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Permissions Control

 
 
Our permission controls allow a company to define 
the rules for each secure data clean room on 
the go. Each data contributor can grant another 
party the ability to, match, query, run full analysis, 
and activate against their Bunker giving the data 
owner full control over the level of collaboration 
that can be conducted.

Importantly, these permissions are applied to the 
secure data clean room and not the bunker itself 
to prevent access to the underlying data itself. 
Permissions can be retracted at any time by all 
collaborating parties. 

Dataset Permissions

Use attributes

Query with one 
or more

Query with datasets
from 3rd parties 

Activate data

Partner

Challenge: Enable companies to shape and 
control every collaboration

Private-Set Intersection

 

Analysis within our data clean room is driven 
by a secure multi-party computation technique 
known as Private-Set Intersection (PSI). PSI allows 
multiple datasets to be compared at high speed to 
determine the volume of records shared between 
them, without exposing any other information. This 
enables a   true and instant match rate and granular 
analysis of the underlying datasets without risk of 
exposure, leakage, or misuse, a core component of 
our secure data clean room.

PSI provides complete flexibility enabling both non-
technical and advanced data scientists to extract 
maximum insight. Our self-service data clean room is 
intuitive and easy to use with both a drag-and-drop 
UI and a query tool for custom queries.

Challenge: Deliver rich analysis, without 
transferring knowledge or data
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Differential Privacy Techniques

 
Without differential privacy, individuals can be reidentified in an anonymized dataset by running 
consecutive, finer, and finer querying criteria. This puts consumers’ privacy and companies’ proprietary 
data assets at risk, and would not stand to regulatory scrutiny.

The use of differential privacy techniques enables greater insight and analysis by removing barriers to 
entry for any previously restricted datasets due to privacy or data governance concerns. InfoSum clients 
can access more valuable datasets from a vast network of high-value partners without risk.

Decentralized Edge Processing

 
 

The InfoSum secure data clean room utilizes  
Decentralized Edge Processing ensuring all data 
processing takes place within the security and 
control of each data owner’s Bunker. To enable 
the PSI, each Bunker contains a mathematical 
representation of the underlying raw data which 
is anonymous and contains no personal data (PII). 
This allows the Bunker to be queried across multiple 
clean rooms enabling a true calculation of common 
customer overlap and intersection. 

Where a true query result is 
below a certain threshold, we 
do not return a result. This 
ensures that a small result 
can’t be used to identify a set 
of individuals.

We round all results down, 
by default to the nearest 
100. This ensures that 
subtle changes in the query 
criteria can’t expose a single 
individual. 

We insert a small amount 
of purposeful noise, in the 
form of slight alterations 
to the aggregate counts. It 
does not affect the accuracy 
of aggregate results but 
ensures the protection of 
personal information.

Match resultsBunker BBunker A

Query

Sketch

Challenge: Eliminate the need for centralized 
data processing

Challenge: Ensure that no single individual can ever be reidentified.

Redaction Thresholds Rounding Noise
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The Secure Data Clean Room in practice: 

UK bank TSB securely leverages first-party data for 
targeting and increases account applications by 31% 
 
UK bank TSB wanted to increase applications of a new type of savings 
account and had a clear view of their target segment based on their own 
first-party data, but needed a secure way to find them across Global’s 
national radio stations. With TSB operating in the regulated banking 
industry, there are strict rules governing the handling of sensitive 
data and more importantly, the protection of this data is paramount to 
maintaining the trust TSB has built up with its customers.
 
Download and read the full case study here

Energy provider reduces customer churn with a first-
party data driven campaign with leading ATV provider 
Channel 4 
 
To drive brand loyalty a leading UK energy provide  wanted to leverage 
its CRM data to target its customers across Channel 4’s highly engaged 
audience.However, with consumers more aware than ever about the 
privacy of their data, the energy provider was reluctant to use traditional 
data-matching solutions that require the sharing and centralization 
of data. And as a large ATV provider, Channel 4 was also unwilling to 
expose their precious first-party data. 
 
Download and read the full case study here

Car breakdown services provider leverages second-
party data without data sharing and with maximized 
insights
 
A leading car breakdown services provider wanted to leverage second-
party data without having to share their own data into a centralized 
environment and whilst retaining full richness of attributes to analyse 
campaign performance granularly - impossible to do when data is 
flattened to a third-party ID.  
 
Download and read the full case study here

https://www.infosum.com/case-studies/tsb-global
https://www.infosum.com/case-studies/energy-provider-boosts-brand-loyalty
https://www.infosum.com/case-studies/breakdown-services-provider-unlocks-enhanced-targeting


InfoSum Secure Data Clean Room, unmatched 
capabilities

What are you waiting for?

Get started today!
hello@infosum.com

Secure Data Collaboration
 
InfoSum is the only data clean room that offers self-service multi-party collaboration and 
computation with zero data sharing.

Decentralization Processing
 
All processing and insight generation is done within a decentralized cloud enviroment. 
eliminating the need and risk of centralized processing.

Privacy-enhancing
 
InfoSum’s use of non-movemnt of data and differential privacy techniques not only 
prioritizes consumer privacy, it enhances it.

Speed, Scale & Simplicity
 
Instantaneously match and analyze across limiteless datasets without needing a separate 
onboarding or identity partner.

Aggregated Data Network
 
InfoSum safely connects multiple data clean rooms to create an aggregated network of 
customer intelligence for maximum performance of data.

mailto:hello@infosum.com

